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MD-GRID CA - nyTtu pa3Butus

% CosgaHue HoBoro ueHTpa ceptudukaumm (CA) ona yooBrneTBOPEHUS HYXA
Hay4YHO-0bpa3oBaTenbHOro coobLecTsa.
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% PaspaboTtka n BBoA B akcnnyataumo cepeuca eduRoam — cepBuca ang
YAPOLLEHUA ayTEHTUdDMKaALNK N aBTOpU3aLmMn MOBUNbHbLIX NONbL30BaTeENEN U
NX OOCTYyNna K CeTU UHTPaAHET/UHTEPHET
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OnpeneneHune LleHTpa ceptudpukaumm

LleHTp ceptudpumkaumm wvnn YpoctoBepAOWMUNA ULEHTP (aHrr.
Certification authority, CA) — 3TO opraHusaumsi nnu nogpasgeneHue
opraHmsauumn, Kotopasi BbiNyCKaeT cepTUdUKaTbl KIHo4en aNeKTPOHHON
LMppoBOM NOANUCK, ITO KOMIMOHEHT rnobansHOW cnyxbbl KaTtanoros,
OTBEYaKLWN 3a yrpasneHne KpuntorpaduyeckKumMmn  Knrovamu
nonb3oBartenen. OTKpbITble KIIOYM U gpyrasg  MHGopmMaums o
NOfb30BaTENSAX XPaAHUTCA YOOCTOBEPSOWMMW LEHTpaMn B Buae
LM pPOoBbIX CEPTUGUNKATOB.


http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA

MD-GRID CA - TekyLluee COCTOSAHue

“ UeHtp ceptndumkaumm MD-GRID CA cywectByeT © YyCnewHo
doyHkumoHupyet ¢ 2009 roaa.

“*  AkkpegutoBaH opraHunsaunen EUGRID-PMA

% MD-GRID CA gaBngaetca akkpegumtoBaHHbIM 4neHom EUGridPMA,
nonnMTMKa 9TOM OpraHusauum [OornyckaeT Bblgadvyy cepTudumkaToB
Hay4HbIX opraHusaunsam Mongossbl



EUGridPMA  ato  opraHusaumss  ABTOPUTETOB  CepTUdUKaLnm
(Certification Authorities — CA) eBponenckon Hay4dHon cpenbl (rpua). B
eé€ cocTtaBe bonble 30 eBponenckux ctpaH. En perynsipHo npoBoaaTcs
ceMuHapbl, 4TO0bbl 00CcyaMTb U npopabotartb BCeE  TOHKOCTU
cepTMdMKaUMOHHONM  TEXHOSIOMMKW, MPOBOAUTb  B3auMMHbIA  ayauT
be3onacHOCTU, a TakkKe BblpaboTaTb OOLLYyHO CTpaTeruto norib3oBaHus
LuMdopoBOM NMOANUCHLIO B €BPOMNENCKON Hay4yHOW e-cpede. B cemuHapax
obcyxgarTca  NyTM  NOBbIWEHUss  ypOBHA  ©esonacHOCTW npwu
MCNofb30BaHUM LMGPOBbLIX NoANnUcen, BO3MOXHOCTU X NCNONb30BaHNSA
He TOSIbKO (PU3NYECKMM NULIOM, HO TaKXe KOMIMbTEPOM (CepBepoM) U
nporpamMMHoOnN aBTopmsaumnen n aytTeHTMdnkaumnen.



OTnnynem dKKpeOANToOBaAHHOIO UEeHTpa 4ABJideTcdA TO, 4YTO OH HaxoAUTCA B

OOrOBOPHbLIX OTHOLUEHMAX C BbIWECTOAWMM YOOCTOBEPAKOWMM LEHTPOM U HE
SBNSETCA NepBbiM BnagernbuemM camMornognucaHHoro ceprtudukara B CUCKe
YOOCTOBEPEHHbIX KOPHEBbIX cepTndmkaTos. KopHeBou cepTudgumkar
aKKpeOAUTOBaAHHOIO LEHTpa YOOCTOBEPEH BbIWECTOALWMM  YOOCTOBEPAHOLLMM
LEHTPOM B  MepapxMm  CUCTeMbl  ygocToBepeHus. Takmm  obpasom,
aKKpeauUTOBaHHbIM LIEHTP Mony4vyaeTr «TEXHUYECKOEe npaBo» paboTbl M Hacrenyet
«goBepue» OT OopraHusauun, BbIMOSTHMBLUEN akkpeauTauui. AKKpeauTOBaHHbIN
LEHTP cepTudmKauum Knoden obdA3aH BbINOMHATL Bce obsizaTenbctBa U
TpeboBaHUs, YCTaAHOBIEHHbIE 3aKOHOAATENbLCTBOM CTpPaHbl HaXOXOEHUA UMK
opraHusauuen, NpPoBOAsILLEN aKKpeauTaLnuto B CBOMX MHTEPECax N B COOTBETCTBUM

CO CBOMMU NpaBuIiaMun



HoBbin CepTnudukaumoHHbin LleHtp MD-GRID CA

HoBbin CepTuurkaunoHHbIn LIEHTP OTKPbITLIX KItoden byaeT oTBevaTh 3a

- perucTpauunto nosib3oBaTenen

- NpeaocTaBrieHne Momnb3oBaTensaM HaydHO OOpas3oBaTeribHbIX YUYPEXOAEHWUN
MonaoBbl A4OCTyNa K HauMOHarbHbIM, €BPONENCKUM U MUPOBLIM pecypcam u
XpaHUnuLam gaHHbIX.



NMcnonb3oBaHue cepTtudpumkaTtoB

CepTudukartbl nonb3oBaTenen MoryT ObiTb
NCMNOoNb30BaHbl ANS:

°  QNIEKTPOHHOM MNOAMNUCU MNPW SMNMEKTPOHHOM nepenucke n Opyrux
Buaax ANIeKTPOHHOro JOKyMeHToobopoTa.

° ayTeHTMduKauum u asTopu3aumm nosb3oBaTeien C Uerbto
nosiydeHuss OocTyna K pecypcam M cepBucam, npennaraembim
Akagemunen Hayk Pecnybnimkn MongoBa UM HaydHo-
obpasoBartenibHon ceTbto RENAM

* [OCTyna K pecypcamMm Hay4HO-0Opa3oBaTernbHbIX CETEeN OpYrux

CTpaH, a TaKKe CepBUCOB, pa3paboTaHHbIX B pamMKax NPOEKTOB
EC

8



Nyt cosgaHuna HoBoro LleHTpa ceptudpumkaumm

Cospatb cobcTtBeHHble CA, KoTopble OyayT obcnyxuBaTb MNOTPEOHOCTU accouMMpPOBaHHbIX
CEPBUCOB M YCTAHOBUTb OTHOLLEHUS AoBepus mexay atummn CA;

HanpaBuTb 3anpocbl ceptudumkatoB K obuwenoctynHbiMm CA, npegHasHayeHHbIM Ons
obcnyxmnBaHus notTpebHocTen onpegeneHHoro permoHa unun npoekta. Ceptudumkartbl Takmx CA
HaxoOsaTCs B OTKPbITOM [OCTyne B COOTBETCTBYKOLWMX penosntopusax. [lpumepom Takoro
peno3nToOpuI0 MOXET BbICTynaTtb cauT http://www.eugridpma.org opraHnsaunn EUGridPMA. 31oT
PENoO3UTOPUN COAEPXUT cepTUdUKaTbl CepTUDUKALMOHHBIX LEHTPOB, KOTOpble OOCyXuBatoT
noTpebHOCTM pasHOOOpa3HbIX NPOEKTOB, KOTOPbIE peann3oBbiBalOTCA B EBpone un apyrmx yacTax
Mupa;

Ncnonb3oBaTb KOMOWHMPOBAHHLIM MNOAXOA, MNPUM KOTOPOM OAHW CO3A4AalTCA  OTAEnNbHbIe
cobctBeHHble CA, a gpyrvme ucnonb3yloT OTKpbiTble CA, nonuMtMka KOTOpbIX OTBeYaeT
HanpaBneHWIo AeATENbHOCTU UMW PErMOHA PaCNONOXEHNST 3TUX CETMEHTOB.

B npouecce cosgaHua n panbHenwen pabote HoBoro LleHTpa CepTudmkaumm nnaHupyetcs

MCNonb30BaTb KOMOUHMPOBAHHbLIWA NOAXo4.




Federated network access with

e(iu roam

Where Ever You May Roam (C)

Slides courtesy of
Klaas Wierenga,SURFnet 10
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< What is eduroam?

2

4

** What does this mean?

)

4

+* Where can | connect to eduroam?

)

4

% How do | get more information?

L)



(European)

eduroam service

eduroam user experience: “open your laptop and be online”

To provide secure network access inside the confederation boundaries (to
the end users)

eduroam is a secure international roaming service for members of the
European eduroam confederation (a confederation of autonomous roaming
services)

First steps in transition to service:

* Service Definition and Implementation Plan
* Policy
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What Is eduroam edu

Network roaming for higher education and research 5

% eduroam stands for Education Roaming

< RADIUS-based infrastructure

** Uses 802.1X to allow inter-institutional roaming
< Uses WPA/WPA2 encryption

*«* Allows users visiting other eduroam institutions to access WLAN using
home credentials



Users are mobile

International
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eduroam goes global

http://www.eduroam.org
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What Does This Mean?

The ability to access your resources at other institutions.
No waiting for temporary accounts

Don’t have to set up temporary accounts

Same username and password when traveling.

No down time in cross institutional meetings or research
groups.

Global roaming.

Freedom







eduroam architecture

o Securlty based on 802.1X

Protection of credentials

= Provides basis for new wireless security standards WPA and
802.11i

= Different authentication mechanisms possible by using EAP
(Extensible Authentication prototcol)

Username/password
¢ X.509 certificates
SIM-cards

= |Integration with VLAN assignment

“* Roaming based on RADIUS proxying
= Remote Authentication Dial In User Service
= Transport-protocol for authentication information

“* Trust fabric based on:
= Technical: RADIUS hierarchy

= Policy: Documents/contracts that define the responsibilities of user,
institution, NREN and the eduroam federation
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Secure access to the network with

802.1X

Supplicant

(AP or switch) < University A

/ — Authenticator — RADIUS server — -

ion@university_a.md

Emp|oyee Commercial
VLAN VLAN
* 802.1X
=P signaling * (VLAN aslsgigment)



Supplicant

—)> Authenticator =) RADIUS server

(AP or switch) < University A

\

Gast

piet@university_b.nl

Commercial
VLAN

Employee
VLAN

r— signalling

data

RADIUS server
University B

Central RADIUS

Proxy server

Trust based on RADIUS plus policy
documents

802.1X

(VLAN assigment)
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The European eduroam policy

Mutual access

Home institutions are/remain responsible for their users abroad

Members are NRENs

Members guarantee required security levels by their participants

Members promote eduroam in their countries

European eduroam may peer with other regions

21



National policy

*%*  Mutual access

% Members are connected institutions

% Home institution is/remains responsible for its users behaviour.

% Home institution is responsible for proper user management

% Home and visited institution must keep sufficient logdata

%« Appropriate security levels

22



Status of eduroam

Kapta CNyTHUE MGpng

weeurn S o 1< Over 500 institutions
/?’ in Europe, Australia and
, Taiwan, Canada
e USA, Japan, Korea
G have followed shortly
Eroncdl S\ | 8
sz;wgle Search for place Imﬂ@nnmexam@znwBasars;;ﬂ.EurupaTec“ logi IGeucemr%r
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eduroam coverage

= | | S, 200006 1LS5
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Joining eduroam for an institution

< Set-up your local 802.1X infrastructure
= Accept requests for your-domain.cc-tld and process them
= Proxy requests for non-local users to the national server

< Send an (encrypted) e-mail to your NREN with:
= FQDN of toplevel RADIUS-server(s)
= |P-addresses of toplevel RADIUS-servers
= Shared secret to use between your and their server(s).
= URL of your eduroam website
* Information about test-account
= Contact details admin

< Sign the policy document
25



< 802.1X provides secure, scalable access to the campus network

<* Enabling eduroam is a easy once 802.1X is in place

“* Many have already joined, so

26



eci uroam



More information

< eduroam in SURFnet
= http://www.eduroam.nl

< eduroam in Europe
= http://www.eduroam.org

“* TERENA TF-Mobility
= http://www.terena.nl/mobility

“* The unofficial IEEE802.11 security page
" http://www.drizzle.com/~aboba/lEEE
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http://www.eduroam.nl/
http://www.terena.nl/mobility
http://www.terena.nl/mobility
http://www.terena.nl/mobility
http://www.drizzle.com/~aboba/IEEE
http://www.drizzle.com/~aboba/IEEE
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